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Abstract  
 

With the speed of use of database systems at present the number of friction to the Internet has increased as it has become the mainstay 

in contact with the outside world and also companies need - regardless of size - to allow customers or employees also access to 

intranet system or even the same company branches in different places, The issue has become mandatory to identify areas or trusted 

individuals with trusted areas, and thus the subject has become more complicated. It is not just how to determine trust points, but 

also how to make sure that the guardian or other  words protect myself from those who trust them . In this paper, the owner of this 

service is provided to our system on this subject.               © 2017 ijrei.com. All rights reserved 
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1. Introduction  

 

With the increasing creativity of breakthroughs, the 

development of effective IDS has become a greater challenge. 

ID is a set of techniques and methods that are used to expose 

suspicious activity in computer systems, both at the network 

and computer level. So, the main goal of IDS is to identify 

illegal use, misuse and external breakthroughs. Organizations 

should treat exercise different kinds of IDPS technologies to 

records a extra universal and precise revelation and protection 

of harmful activities. The four main kinds of IDPS (host-based, 

each of them, NBA, wireless, and network-based technologies) 

show significant differences in data collection, recording, 

discovery and prevention. Each type of technology shows 

more advantages than others, such as detecting several 

processes that others can detect and several events with much 

major precision than other technologies. In many 

environments, a strong settling cannot be given to IDPS 

without the use of different kinds of IDPS technologies. For 

most environments, a collection of IDPS-based host and 

network-based technologies is necessary to solve the 

ambiguous IDPS. IDPS wireless technologies may also be 

necessary unless the organization decides that its wireless 

networks requirement extra control or if the   organizations 

wishes to enclose that trickster wireless networks are not used 

in the organizations aperients. The NBA techniques can also 

be diffuse if organizations wish to have extra revelation ability 

for denial of serving attacks, worms, and other threat that the 

NBA is especially suitable for detecting. Organizations should 

treat the various capacities of each kind of technology straight 

with other cost and interest information when choosing IDPS 

technologies [1].  

 

1.1 Literature Survey 

 

In [2], the emergence of intrusion detection starting from 

James Anderson Technical Report, Computer Security Threat 

Monitoring and Surveillance for the US Air force. The paper 

showed that the examination record could be used to recognize 

computer misuse and identify threat classifications, and made 

suggestions for improving the 32force. The paper showed that 

audit records could be used to identify computer misuse and 

identify threat classifications, and to provide suggestions for 

improving auditing systems to identify misuse. Because it is 

based the belief that the action of the intruder will be 

significantly different from the behavior of the legal user and 

that much of the unauthorized activity will be detectable. Dr. 

Dorothy Denning introduces the first [7] intrusion detection 

model that contains six key components: audit logs, objects, 

profiles, subjects, anomaly records, and rules of activity. 

Object indicates the beginning of action in the information 

system.  They are often normal users. Objects can be resources 

administer by an information system, like devices, commands, 

and files. Audit logs created by the information system in 

reaction to the behavior complete or 

tried by subjects on objects. In [8], Naeimeh Laleh, and Mohammed Abdullah Azgoumi discussed fraud, which is 
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growing markedly with the growth of modern technology and 

global high-speed telecommunications that result in the loss of 

billions of dollars worldwide each year. This technique tends 

to suggest a new classification and full review of various types 

of fraud and data mining techniques to detect fraud. In [9], Nur 

A. Haldaret presented an IDS which employs usage of 

classification methods to model the usage patterns of 

authenticated users and uses it to detect intrusions in wireless 

networks. The key idea behind the proposed IDS is the 

identification of discriminative features from user's activity 

data and using them to identify intrusions in wireless networks. 

The detection module uses statistical methods to accumulate 

interested statistical variables and compares them with the 

thresholds derived from users' activities data. When the 

variables exceed the estimated thresholds, an alarm is raised to 

alert about a possible intrusion in the network. In [8], Sufian T. 

Janabi and Hadeel Said IDS Anomalous that can immediately 

reveal and classify various attacks. IDS should be anomaly 

based to be capable to know the dynamically changing action 

of users or systems. The suggest IDS experimentation behavior 

pack as parameters in the anomaly identifier. These neural 

network neural network identifiers have been used to detect the 

behavior of the system and use the CUP'99 cup data set in their 

experiments and the results obtained meet the working 

objective.  The detection rate (DR) of this system was about 

81% and the (FP) rate had about 5%. In [10], risto varandi 

proposed an unsupervised DM-based approaches for DS alert 

classification. With this approach, knowledge from the IDS 

logs is extracted and manipulated in an automated manner 

orderly to build the alert classifier. The classifier is then used 

in real-time to distinguish important IDS alerts from false 

positives (FP) often occur and events of low importance. In 

[11], Muammar n. Mohamed et al. Improved the IDS approach 

based on the combination of DM and the expert system. 

Designed to purpose  and improve DM  IDS and its core 

portion  of a complex  detection motor (detecting anomalies 

and detecting misuse), two disclosure engines  operate 

sequentially to detect user activity in turn. The system collects 

real-time DB audit data, analyzes audit data, and judges it as 

normal behavior, abnormal behavior or aggressive behavior 

and responds to the result obtained by the behavior of the 

process and finally reports the result to the manager in an 

understandable model. 

 

2. Database System  

 

Database is nothing more than a collection of information that 

exists over a long period of time, often many years. In common 

idiom, the term database refers to a set of data that is managed 

by a DBMS. The DBMS is proposed to [2]. 

1. Permit users to create new databases and specify their 

schemas (logical structure of the data), using a specialized 

data-definition language.  

2. Give users the ability to query the data (a “query” is 

database lingo for a question to filter and search about the 

data) and modify the data, using an appropriate language, 

often called a query language or data-manipulation 

language.  

3. Support the storage of very great amounts of data much 

terabytes or extra above a straight interval of time, letting 

active access to the data for parsing, queries, and database 

alteration. 

4. Enable robustness, restore the database in the certainty of 

failure, mistake of several types, or mean misuse. 

5. Control access to data from multiple employees 

simultaneously, without letting unexpected   interactions 

between employees (invited isolation) and without 

activities on data to be perfect in part but not fully (invited 

atomic). 

Main advantages of data bases are [7] 

 Maintenance the integrity and the quality of data.  

 Data are self- adjective or self-documented. 

 Evasiveness of discrepancies. 

 Decrease the price of software development. 

 Security constraints. 

 

3. Machine Learning  

 

Machine learning can be defined simply as a kind of artificial 

intelligence (AI) that supplies computers with the capability to 

learn without being explicitly programmed. The idea of a 

machine learning process focuses on the expansion of 

computer programs that can change when expose to modern 

data. The operation of learning is generally automated like that 

of data mining. Systems follow the same approach by looking 

for data to look for models. However, instead of extracting data 

to understand human as in the data mining applications 

machine learning take advantage of   those data to detect the 

models in the data and organize the program procedures 

accordingly. 

 

4. Data Mining Applications 

 

Data mining  is the operation of new patterns, interesting, and 

discover the insightful  models, as well as the understandable, 

descriptive, and predictive of large-scale data [13] The target 

of data mining is to identify useful novel, can be useful, and 

understandable correlations and patterns in existing data. The 

identification of useful data models is known by different 

names (including data mining) in different societies (eg: 

information disclosure, knowledge extraction, data collection, 

data pattern processing, and data archeology).  [14] In real 

world applications, data mining can be divided into six main 

phases: data understanding, business understanding, modeling, 

evaluation of data preparation and dissemination, as defined by 

Crisp-DEM (across the industry's standardized data mining 

process) some of the examples include the following [3], [4]. 

 

4.1 Business 

 

Each time a credit card or a store allegiance card is utilized, or 

the guarantee card is being filled, according to the behavior of 

the users the data is collected. Many people find a bunch of 
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information stocked about us for companies, like Amazon, 

Google, Facebook is worrying and concerned about privacy. 

At present, companies are gathering initial data on the world in 

the volatile medium. For example, sales of Wal-Mart 

operations exceed 20 million points once a day. This 

information is stored in a centralized database, but should be 

not useful without several types of data mining software for 

analysis. 

 

4.2 Science and engineering  

 

Methods of extracting biomedical data have become more 

facilitated by field on topology, mining clinical data 

experiments, and analyzing traffic using SOM. 

In the survey of human genetics, the mining sequence assists 

to item the significant target of conception the charting 

relationship among the variability in susceptibility to disease 

and changes among individuals in the sequence of human 

DNA. In simple terms , it objectives  to know how changes in 

an individual's  DNA affect the risk of popular sickness like  

cancer sequencing, which is of major significance for 

improving modes of diagnosis, prevention and treatment of 

these diseases . One of the data mining methods that are used 

to execute this work is known as multifactor dimensionality 

reduction. 

 

4.3 Human rights  

 

The extraction of data in governmental fields - in particular the 

records of the systems of law (ie, the courts and prisons) - a 

systematic violation of human rights can be detected in relation 

to the  generation and dissemination of worthless  or illegal 

valid  records by different  government agencies [5]. 

 

4.4 Monitoring 

 

The United States Government has used data mining (DM). 

The programs include Total Information Awareness (TIA), 

secure flight (formerly known as the Computer Assisted 

Check-Up System (CAPSE)), Dissemination, Visualization, 

Analysis, Insight, semantic boosters (ADVISE), and the Multi-

state Anti-Terrorism Information Exchange (MATRIX). These 

programs have been interrupted by argument above whether 

they assault the Fourth Amendment to the US rule, although 

much of the programs under which they were created are still 

collected by various organizations   or under various names [6]. 

 

5. Conclusion 

 

The main objective of this paper is an overview of the study 

and utility of intrusion detection systems and its use in many 

areas such as database, machine learning and data mining. IDS 

are becoming essential for day today security in corporate 

world and network user. 
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